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Therefore, it was relatively simple to research the most widely used text messaging
platforms and compare the benefits of each system to determine the one | ultimately
selected.

There are two routes to go when thinking about which type of technology to use:
a basic, interactive SMS text-messaging platform or a more robust disaster management
software. The advantages of disaster management software, such as Ushahidi, INSTEDD,
and Sahana, are that more specific data can be collected to address large-scale violence
like civil war, election fraud, and natural disasters. These programs use GPS-location
technology and can interface with other systems so that information is streamlined from
one platform to another. There are also other benefits in the way of data visualization—
the software can easily plot records on a map and show the user where incidents are
occurring or being reported at a glance. Despite these advantages, | did not select this
type of software because | felt that the technology was too complex and unnecessarily
robust for my goal of gathering crowdsourced data and disseminating alerts to
individuals. Also, the monthly cost for these types of platforms were much higher than
the systems offering SMS services alone. Therefore, | chose to build my data collection
platform with an SMS service.

My initial research on SMS platforms specifically tailored for international
development yielded these three products: Frontline SMS, Open Data Kit, and Magpi. All
three products were either open source, meaning it is publicly available and free for all
users, or they provided a free version that would meet the needs of AuCourant. I quickly
eliminated Frontline SMS because it did not offer text services outside of the US and

Canada. Open Data Kit seemed like an excellent choice, however, the product only runs
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on Android phones and | wanted the systems to be more accessible to users of all mobile
phone types. Magpi was the clear winner as it offers advanced mobile data, messaging,
and visualization on any mobile device in the world. The other benefits for selecting this
product are as follows:

e The ‘interactive’ SMS (or iSMS) technology allows for two-way
communication with a user and a form design allows for different
responses depending on user input.

e It can send SMS messages to multiple users from a web-based
platform

e Asshort code allows users to initiate text sessions without being
prompted (thus, allowing for crowdsourcing)

¢ Critical data can be fed into SQL databases, Salesforce accounts,
Google spreadsheets, or almost any other web-accessible system

e There is an app-based feature that can run on iOS, Android, and
Symbian phones and tablets

e Voice based (IVR) technology allows users to speak into their phones
instead of typing—thereby connecting with even illiterate populations

e And a text message can be sent outside of service areas and will be
pushed through as soon as the mobile user regains service allowing
this service to operate well in remote areas of the world that lack

abundant telecom infrastructure12

| have also read several case studies which illustrated the multifaceted uses for
this software in development work such as responding to disease outbreaks, helping
predict natural disasters, and monitoring human rights abuses in developing countries.

And due to the sensitive nature of the data collection for some of these use-cases, Magpi

112. "SMS Data Collection - Magpi", Magpi, 2018,
https://home.magpi.com/solutions/sms-data-collection/.
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ensures the security of the information collected through modern full-device encryption
methods using a robust security profile. Therefore, | decided to use the Magpi software to
carry out the AuCourant messaging system.

Though I have previously described in detail the weaknesses of other systems in
both the qualitative and technical senses—and how AuCourant will attempt to avoid
making similar mistakes, there are some obvious potential limitations and risks of this
system that are unavoidable given the nature of its function. Below | will delve into the
most important areas for consideration. Specifically, I will cover how AuCourant will
attempt to mitigate issues with data verification, spreading awareness about the program,
the platform’s intent, and how it will communicate with users about safety.

5. b. Data Verification

The ubiquity of mobile telephony on the global landscape has paved the way for
new modes of peacebuilding, security, and conflict prevention in remotes areas of the
world. The use of technology is becoming increasingly more common in the field of
development as it allows for more data to be efficiently collected and disseminated.
However, this data is only as good as it is factual. The information sourced from the
communities using AuCourant will need to be thoroughly evaluated in order for the
platform to be effective in raid prediction. What if there are false reports of attacks sent in
by users in an attempt to undermine the effort? What is LRA members themselves send
in false information as a way to redirect attention away from them? What if witnesses
submit information accidentally or provide a completely inaccurate account? In

crowdsourcing, there are always many possible avenues for erroneous data.
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There are several methods to verify the validity of the crowdsourced data
including but not limited to: digital algorithms which sort and filter data; comparison
with media to cross-reference incidents that were reported on; local Field Monitors who
enter communities and corroborate reports with residents and possible witnesses; using
GPS stamps to cluster incidents in order to ascertain patterns and sort out unverified
reports. Although there are many pros and cons to all of these methods, | recommend
implementing as many of them as possible to procure the most accurate and least-biased
data as possible. And though this study does not delve into the mechanics of these
methods, | would also recommend that the implementing agency places a high emphasis
on digital algorithms which use smart machine computing methods to parse out the
“actionable knowledge” (true information) from false data.'!® Several experts in the field
of artificial intelligence and machine learning have lauded the ability of these
applications to successfully produce indicators from big data sets that assist in
development—such as in humanitarian crises and violence conflicts.!'* As the AuCourant
system gathers more data as it expands into other communities, it will become even more
important to install data verification systems that accurately vet the information being
collected for the safety of the citizens.

It should be noted that the feasibility of using machine learning programs to
anticipate the likelihood of raids may be low. In terms of cost, time, and personnel, this
may not be within the scope of reality for NGOs operating on tight budgets—as they

often are. It is realistic, however, to anticipate that the accessibility of such programs will

113. Anwaar Ali et al., "Big Data For Development: Applications And
Techniques™.
114. 1bid., 2.
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become more available in the future as industries continue to pursue this technology as
more practical uses emerge. It is also plausible that more money in the future might be
earmarked for the installation of technological applications in the non-profit world as
these systems become better at problem-solving and more cost-effective than human
performance alone.
5. c. Awareness, Intent, & Safety

| foresee the most evident initial hurdle in this implementation being how to
properly inform the communities about the conceptual and logistical realities of
AuCourant. The first issue is how to effectively communicate the AuCourant short code,
the system’s main objective, and what the user should across many cultural, linguistic,
and situational barriers. | have worked with a skilled graphic designer to create a few
mock-ups of potential advertisements that could be made into physical posters or used in
billboards (see Appendix 1.e.). The main objective with these posters is to have a visual
impact that will be able to communicate to the user that this is a text-message based
initiative used to anonymously report LRA activity in order to stop the forced
conscription of children. We included the ‘down the barrel of the gun’ aesthetic and
silhouette of a child soldier enshrouded in red to communicate to even an illiterate
audience that the nature of AuCourant concentrates on CAC. The ad mockup is currently
in English but if and when the system is deployed in CAR and DRC, the copy would be
translated into French and some of the main local dialects such as Kiswahili, Sango, and
the Bantu language Lingala. The ad clearly states that community members should text
282-687 to report any LRA activity they witness and include the date, time, and any other

pertinent information. It also communicates that the user can choose to voluntarily enroll



53

in a subscription service to receive texts about LRA activity or perceived threats in their
area. The target population can also be reached via radio advertisements, community
billboards, paper handouts in villages, and TV advertisements, to name a few.

Although it is important to properly convey what AuCourant is, it is arguably
more important to communicate to users what is is not. It will be crucial to the success of
the program, and the safety of the community, to ensure that we communicate to the
public that this is not a 911 service. Users should be fully aware that they are simply
contributing data that will help the experts predict outbreaks of violence, but that citizens
should not rely on receiving an alert notification. As with any conflict, there will be
surprise attacks and unplanned raids that AuCourant will not be able to detect. It is also
vital that the user understands that no emergency services nor police will be deployed
when an alert is sent. The purpose of the alert is to trigger community members to follow
through with a predetermined evacuation plan or whatever protocol the village leaders
decide. We can learn from past mistakes made with the Ushahidi program where users
expected a response when a notification was sent. The following excerpt comes from a
TechChange article warning of the perils of mobile phone technology in conflict
prevention:

There were cases where people thought that sending a text to Ushahidi

was like calling 911. They expected that if their text showed up on a map,

then help would come,” said Dr. Levinger. It’s incumbent on outsiders to

make it clear what their technology’s purpose is and what its limits are.

This is important in the best of circumstances, but in an emergency it can
be the difference between life and death.!®

115. Charles Shields, "Power To The People: The Risk And Rewards Of Mobile
Technology In Governance Development”, Blog, Techchange, 2011,
https://www.techchange.org/2011/04/21/power-to-the-people-the-risk-and-rewards-of-
mobile-technology-in-governance-development.
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With this in mind, proper attention must be given to effectively communicate
AuCourant’s conceptual intent and purpose to the public through the ad campaigns. The
ads will also inform the user that the program is free and anonymous to use but that does
not mean there are no risks. For instance, if the user subscribes to the service, they will
receive a text notification which may sound on phones at the same time as other
subscribers—an observer may be able to connect the dots that the user was subscribed
and that they are receiving alerts. This is one of many potential indicators that a user has
subscribed, and that may prove to be dangerous depending on the situation. This is a
threat that the user must understand before they engage with the platform.

5. d. Other Limitations & Risks

The overseeing body of AuCourant, be it Invisible Children or another
organization, will have challenges to overcome if this system is to work effectively to
prevent child abductions. With any newly implemented technology, there are certain
unique challenges that must be addressed in order for the system to carry out the specific
function for which it was created. However, the precarious nature of the threat that this
system seeks to eradicate—an unstable, child-abducting armed militia—should not be
understated. The kind of information being disseminated through AuCourant has
powerful implications—both for transformative social improvement but also for
potentially dangerous effects on the community in which it operates unless special care
and diligent thought are put into the management of this system. In the previous sections
| have attempted to predict a few of the most critical aspects of this system that are
potential areas of weakness, risks, or possible limitations in the implementation of

AuCourant—however it is by no means an exhaustive list of the potential risks. | believe



55

the most prudent process for unrolling this platform would be in a small beta-test in two
villages in DRC and CAR, respectively, to monitor the strengths and weakness on small
scale before it is deployed country-wide.

5. e. Beta-Testing

It is always a good idea to launch a small-scale version of a project, beta-test, to
receive feedback that could be useful in altering the platform before resources are used to
implement the full-scale platform. Not only is beta-testing useful for altering the
technical aspects of the platform, it is also crucial for receiving feedback from the
community in which it will be released. Perhaps there is some aspect that was overlooked
in the development stages—this is the opportunity to fix those bugs before the project
goes live to thousands of people. And the detailed feedback from the users of the product
will be helpful for tweaking aspects of the product that do not make sense for users. It is
ultimately a chance to refine the platform before launching in the hopes of maximizing its
ultimate success.

Beta-testing the AuCourant platform could be achieved by deploying the program
in two villages in DRC and CAR prior to rolling out the system to millions of people.
Information on which two communities to choose could best be answered by local actors,
therefore | will not presume to know where this system should be piloted. However, it
should be assumed that these two areas are LRA-affected and have proven mobile phone
users to make it an effective trial. Ad campaigns should be presented in these
communities and the data collected should be thoroughly monitored for accuracy. After a
period of three to six months, M&E specialists should conduct full reports on the

effectiveness of the ads, ability for the system to function, and other limitations or
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successes. This information will be paramount to the success of the program when it is
launched on a large scale across DRC and CAR.
6. CONCLUSION

If judiciously executed, the AuCourant platform has the ability to provide life-
changing outcomes for individuals who had never been able to demonstrate agency in the
past. For those parents of children in LRA-affected areas of the DRC and CAR, the
power of protection may literally exist in their pocket—by harnessing the far-reaching
power of mobile phone SMS technology, the AuCourant network could transform the
landscape from one to violence to one of peace. The balance of power which currently
resides with the LRA could shift to the residents, emboldening them with the ability to
save themselves and their children from a lifetime of trauma and bloodshed.

However, as with any idea that asserts life-changing results, it should be
cautioned that this is not a silver bullet. This is simply one suggestion for making a
current system more effective in the fight against the use of children in combat. Dr. Raul
Zambrano of the United Nations Development Program and Dr. Matthew Levinger from
the U.S. Institute of Peace cloquently assert that “the challenges faced by development
and peace-making professionals can only be solved by human ingenuity, social awareness
and ethics. Mobile technology is only a means to more efficiently achieving this end.”*
If humanitarians, governments, and child rights advocates are serious about changing the
tide of abuse and abduction in these countries, they cannot solely rely on technology to

make this change; it will require the dedication, hard work, and perseverance of these

116. Shields, "Power To The People”.
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impassioned individuals to see that this technology fulfills the transformation they so
desire.

I cannot help but think back to my few weeks in that Uganda refugee camp where
my initial desire to help originated. Although I am realistic about the barriers facing this
kind of innovative method, | am also extremely hopeful and motivated by the potential
this project possesses. This platform has far-reaching capabilities to transform
communities in areas of the world that have been ‘forgotten’ or are so remote that
collaboration with outside assistance is difficult. It also gives the power back to the
individuals who were previously regarded as only victims; now they will have the agency
to fight back against the violence by being more prepared for when disaster strikes.
Knowledge is power—and this power has the potential to improve the lives of millions
and most importantly, the lives of the next generation.

| was recently approached by a Congolese citizen studying in the United States
about my work on this platform. He confided that his own life was saved when he was
alerted about an incoming militia raid on his village before it happened. He was warned
about the impending raid through a ‘traditional” method where a scout would perch on a
hilltop and if he spotted danger, he would yell and pound on drums to signal incoming
danger to the villagers below. He also disclosed to me that he was excited about the
potential impact of my platform and, in his personal opinion, thought that it would work
well to save lives in DRC.

Whether or not this platform is implemented in the field, I will continue to ‘sound
the drums,’ so-to-speak, and do whatever is in my ability to prevent the needless

suffering of children in the future. I am honored by those who bravely shared their stories



58

with me, humbled by the fierce determination of the survivors, and driven by my promise
to bring hope to an area ravaged by decades of brutality. | am very grateful that | have
had the opportunity to contribute to the research on this topic and provide my idea to the
growing movement of advocates fighting to keep children safe from the dangers of armed

conflict around the world.
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APPENDIX

1. AUCOURANT APPLIED PROJECT

a.

Magpi iISMS Platform

Magpi iSMS Emulator

282687

Welcome to the AuCourant Earl
Warning Network. Please describe
the LRA activity you witnessed, the
date and time, and the town or
region.

11 LRA forces from Achaye Doctor's
splinter E&oup looted a field near
Ngouyo, CAR, and abducted 6 men
to porter the looted goods. Sept 17

Thank you for providing information.
To subscribe to the AuCourant Early
Warning Network, reply 1. To end the
session, reply 2.

Thank you for subscribing. You will
receive Early Warning SMS
notifications.

Enter isms to send

Send

Thank you for providing information.

To subscribe to the AuCourant Early

Warning Network, reply 1. To end the
session, reply 2.

Sorry but your answer must be one
of these: 1, 2

You have ended the session.

nter isms to send

Send

Magpi iSMS Emulator

282687|

Welcome to the AuCourant Earl
Warning Network. Please describe
the LRA activity you witnessed, the
date and time, and the town or
region.

Thank you for providing information.
To subscribe to the AuCourant Early
Warning Network, reply 1. To end the
session, reply 2.

You have ended the session.

An LRA group attacked an NGO
vehicle traveling from Obo to Mboki,
CAR. The assailants looted the 20
victims of their belongings, including
several com rs. They were
armed with AK-47s. Sept 22

Enter isms to send

Send

Al



b. Magpi Data

E_]W magpi tristanburger EN - E)
Data =
AuCourant

Last edited date from: B to 4 | All Dates... %[ All Users... 2| V]

| Type search term: Q ‘

Add Publish Import
. LAST SUBMIT WELCOME *SUBSCRIBE THANKYOU GPS STAMP
.E_ 2017-1119 17:19:08 | saw a group attac... 2 5.259437 26.201
§ 2017-11-19 17:10:01 16 armed men susp... 2 8.962412, 22.821
E 2017-11419 17:20:1 | saw an LRA group... 2 7805880, 23.613
Em 2017-1112 17:19:54 There was anamb... 2 8.029721, 23.227
2017-1112 17:23:15 Men with guns loot... 2 3794, 26,252
2017-1119 17:17:46 21 men ambushed ... 2 4.4657, 27.3060
2017-1119 171812 About 40 men, wo... 2 419654, 28.0316:
2017-1119 17:17:29 Men men wearing ... 2 401226, 28.3587
2017-1119 17:22:38 There were 8 men ... 2 3.400, 29.270
2017-11419 17:08:02 10 LRA forces abdu... 1 2 419654, 28.0316:
2017-1119 17:08:40 1 LRA forces from ... 1 5.683384, 25.30¢
2017-11-19 17:09:16 An LRA group attac... 1 5.335847, 25.840
2017-11-12 17:09:46 A group of suspect.. 1 8.543605, 23.20:
2017-11-19 17:19:29 | saw an attack at a... 1 2 5.343526, 25.87(

| 26 %| 14 record(s)










e. Ad Campaign Poster

A5



AU COURANT
EARLY WARNING
NETWORK

EMPOWERING COMMUNITIES, SAVING CHILDREN

Text JOIN to 282-687 to report LRA activity
Include the LRA activity you witnessed,
date & time, and location in the text
Subscribe to the network to receive text
alerts about LRA raids in your area

9 10 LRA SOLDIERS ARE
YOUNGER THAN 18

EMPOWER YOUR COMMUNITY TO END
CHILD ABDUCTIONS & CONSCRIPTION

o/

POWERED BY INVISIBLE CHILDREN

A6



2. CASE STUDY COMPARISON CHART

AT

o N erabahnldaric) .
Program Name ne| >t b Threat Geogr.aphlc Methodology Strengths Weaknesses
Agency /Partners Region
« Largest online crowd-sourced | Data on corruption builds awareness and « Difficult to measure effectiveness of
anti- corruption platform in the [shame, raising the cost of corruption. platform (behavior changes).
world today
* Leaverages technology to decrease « After initial successes in 2011, traffic to
OECD . L X
¢ Crowd-sourcing model to corruption in government. the website has slowed.
| Paid A Bribe Janaagraha Deve!opment Government India collect bribe reports
Assistance Corruption L .
N ¢ How to generate and sustain interest in
Cammitiiiee  Repository of corruption- the web platform so that they have real
related data across government impact on corruption in India.
departments
o Free legal aid and mobile  Helps to build the justice system’s ability to |e Information routed directly to
courts to meet the needs of manage, analyze and use data to improve the | Congolese police force and national army
those in remote areas delivery of justice. which have been accused of grave
violations against children and corruption.
ABA ROLI Early . « Scholarship and externship | Uses simple yet powerful technology to
Warning and AArrs\:;'lcci:;::r Congolese Rape/Serious opportunities for female law increase.acFess to. jusvtice, connect the various
Response Rule of Lam; Police and pCrimes DRC students aFtors within the justice system to avert
System Initiative (RoLl) | "2tonal Amy violence.
* Empowers community leaders to advocate
on behalf of communities affected by large-
scale mining.
» Communities use high * Over 281,000 beneficiaries in CAR and DRC. |* Only 30 members have ability to
frequency radios and other send/receive texts.
technologies to report LRA ¢ Formed 94 community protection
activities and exchange critical [committees (32 in CAR, 62 in DRC) that help |* Some might question whether ongoing
information enabling them to |local populations mitigate the impacts of U.S. support to the Ugandan military is
reduce their exposure to attack |attacks. having unintended consequences for U.S.
Counter - Lord's policy and the region, for example in
Resistance ¢ Communities can organize * Operates high-frequency radios in 38 relation to Uganda’s military role in the
Army Early USAID Catholic Relief LRA Northeast DRC thelr' own protection p.Ians and commlfnmes in CAR and 62 communities in |internal conflict in South Sudan.
Warning S — Attacks/Raids & CAR provides traumé— healing D.RC u5|.ng s.olar p.anels to ‘expand ) o
System (C-LRA support for survivors of LRA dissemination of information on LRA attacks. | The U.S. secul'.lty partnershlP with tf)e
attacks UPDF may also impede U.S. diplomatic
EWs) * Held more than 123 trauma healing leverage with regard to criticizing
workshops in the DRC and CAR. Uganda’s record on democracy,
governance, and human rights.
* Trained 538 volunteer conflict monitors
across Northern Uganda.
¢ SMS-Based Early Warning & | Enables PREVENT Committee Members and|e In Nigeria, peacebuilding stakeholders'
Response System and peace other trained field monitors to send in regular|responses to early warning signals are
messaging online platform reports that are integrated into monthly weak and inadequate due a to lack of
Partnership collects, collates and analyzes |trackers along with other data sources. coordination between major
itiative i conflict incidents and aids law stakeholders, policymakers, civil society
IPDU/Pap S_MS Inﬁliagz:;::e Law Conflict . enforcement agencies * Between April-June, 2016, over 160 and local actors.
Early Warning (IPDU); enforcement Management | Niger F)elta incidents were reported to the IPDU SMS
EarlyResponse |, oeace agencies and Peace- Region Platform. « There is an urgent need to develop
(EWER) (P4P); The Fund building conflict prevention and management
for Peace mechanisms to enhance political
stability, peace and human security in
Nigeria.
o Alerts are released when * Monthly situation reviews summarize the |e Resources; with thousands of disputes
incidents or trends of serious | most notable incidents and trends recorded |reported since 2009, the Belun team can
concern are recorded by the by the EWER monitoring system and present |barely scratch the surface of conflict
EWER monitoring system a graphical review of all incidents recorded  |resolution.
Belun Early hetsectetaniof each month.
Werninglkary Belun Z;actuerift?/r "Conflict" Timor-Leste DIV D S C e
Response ” « Conflict Potential Analysis Reports review |capacity for Belun and FM. These
(EWER) Colombia EWER data over a longer period (4 months to [national NGOs still need support in
University

1 year) to better identify long-term trends
and changes to the security situation at the
sub-district, district and national levels.

institutional development and
management information systems
(MIS).




